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eOPF Quick Reference
For Employees

Online eOPF Self-service Feature for Login ID and
Password Retrieval for New Users

eOPF provides web-based access for Federal personnel to view and print employment
documents. Employees are able to view their own documents through the eOPF
application at https://eopf.opm.gov/nationalguard/. eOPF includes security measures that
ensure the integrity of the system and protection of employee documents.

Your eOPF benefits include:

e Immediate access to your documents
e Ability to view or print your documents
e Enhanced accuracy, portability, and security of your documents

e Increased accountability through an audit trail that tracks who accesses your
documents and the reason why

e Faster and more efficient records transfer between Federal agencies
e Timely and accurate data retrieval for retirement claims processing

Obtain Your eOPF ID and Password. and then Logon to your Account

Accessing eOPF is simple and convenient. To access your eOPF, you need an eOPF ID and
password, which may be retrieved using the eOPF self-service feature. This Quick
Reference document consists of three sections.

Part 1: Obtain Your eOPF ID
Part 2: Create an eOPF Password

Part 3: First Time eOPF Logon
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Part 1: Obtain Your eOPE ID

Action Screen Shot

Access your specific agency

eOPF URL at:
https://eopf.opm.gov/nationalguard/

This is an official United States Government computer system, which may be accessed and used only for official
Read the eoPF US er Government business by authorized personnel. Unauthorized access or use of this computer system may subject

wviolators to criminal, civil, andfor administrative action.
Agreement page.
All information on this computer system may be intercepted, recorded, read, copied, and disclosed by and to

authorized personnel for official purposes, including criminal investigation. Access or use of this computer system by

1 Cllck the Accept bUttOI’l any person whether authorized or unauthaorized, constitutes consent to these terms.

Signing into this application indicates you have read and accepted the Full Terms and Conditions of Use, and you
consent to secure testing and monitoring.

After Clicking the Accept Button--

" " Signing into this application indicates you have read and accepted the Privacy Policy, and you consent to secure
ChOOSC NO" on the popup that testing and monitoring.

ks "D t to close this tab?"
aSKs (6] YOU want 1o close 1S tab¢ Signing into this application indicates you have read and accepted the Rules of Behavior, and you consent to secure
testing and monitoring.

National Guard eQPF

From the eOPF Logon page,
click the Request Your eOPF
ID link.

2 suBMIY CLEAR

From the Request Your eOPF
ID screen, enter the

e First 4 letters of your last s
name

3 o Date of birth (mm/dd/yyyy)
Click the Submit button.

I your last namae is less than 4 characters, please enter
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Action

Screen Shot

The Request Your eOPF ID
page displays stating that your
request has been submitted for
processing.

Click the Click here to return
to logon page link.

Request Your eOPF ID

Your eOPF ID request has been processed and an email will be sent to you with your eOPF Login ID within the next 60 minutes.
Please make sure you check your spam or junk email folder if you do not see the email within 60 minutes. If you did not receive
an email, please contact the helpdesk at stephen.carr@opm.gov for assistance. Please use "Missing eOPF ID eMail" in the
subject and include your Agency, Full Name, your email address, and phone number in the body of the request. For many mail
systems, if you click here, it will start an email for you.

DO NOT INCLUDE YOUR SSN IN ANY CORRESPONDENCE WITH THE HELPDESK.

Your eOPF ID will be emailed to
the email address of record in
eOPF.

Please contact the eOPF Help
Desk if you do not receive an
email with your eOPF ID.

This email Ls to sotify yos that a request for yeur eOPF ID has been made,

l QOPF ID: ATRIINS (oxample) ]

tiate this request, please cont
oo for assistasce.

act the helpdosk at M4-275-851% o

eop! -ﬁ'e enisd

The eOIT systes isplemested i= accordance with

the Privecy Act of 1974, 5 U

prrective messures oan be 'unr

u
eopl_hditelesish ;(a an\! 4 the error #0 that
Xz \ p,,u. nitg to ether

.'.;1_..y discloses personal informay

AMency MIENCY)
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Part 2: Create an eOPFE Password

Step Action Screen Shot

From the eOPF Logon page,
click the Request a New
Password link.

1

On the Request a New

Password page, enter your: NP d

e eOPFID

° LaSt 5 dlglts Of your SSN Purpose: This feature allows you to request your new Password. Please enter information in the following fields.
2 e First 4 letters of your last

name e (—
Click the Submit button. et oot your SN (€ ranoy
First 4 letters of your last name:

The Request a New Ravicet a ety Papeerord
Password page displays
indicating your request has
been submitted for processing. Your password request has been processed and an emall will be sent to you with a temporary token and instructions to reset
your password. Please make sure you check your spam or junk email folder. If you did not receive an emall, please contact the

Click the Click here to return PR R BB Bt

to logon page link. DO NOT INCLUDE YOUR SSN IN ANY CORRESPONDENCE WITH THE HELPDESK.

3 Note: If your information fails to
be verified, you receive a [mm;nmmmmum. ]
message stating that your
information does not match the
information in the eOPF system
and you should contact the
eOPF Help Desk.

eOPF Quick Reference Employee Self-Service for New User ID/Password
Page 4 of 8 5/22/2015



Electronic Official Personnel Folder

Step

Action

An email is sent with a
password reset link, a token,
and instructions to the email
address of record in eOPF. The
token is valid for 15 minutes.

Click the URL link.

Please contact the eOPF Help
Desk if you do not receive an
email with your password reset
link, etc.

Screen Shot

This email is to notify you that a request to change your eOPF password has been made.

Ploase click on tho link bolow. You will

bo asked to provide your username and the 12 digit token below.
Please note that token expires wit 1

5 minutes of sending this email:

(

URL: httpsi//copf
Token: 12A23P543A:

<. g0v/ageng

PasswordRequest.aspx (example)
43 (oxample)

If you did not initiate this change, ploase contact the holpdosk at B66-275-8518 or oopf_hditolesishq.com for
assistance.

The eOPF systom is implomented in accordance with the Privacy Act of 1974, 5 U.5.C. € 552a to safoguard information
from unauthorized use. Howover, as hard as we try, sometimes information is erronecously stored. In the event an
employee who accesses his/her personnel file discovers another person®s information in their folder, he/she should
immodiately contact the eOPP Holp Desk (dial 866-275-8518 or email eopf_hditelesishq.com) regard
corrective measures can be taken. Any employee who knowingly and willfully discloses personal infor:
to other individuals, in any mannor, to any person or agency not entitled to receive it, may be fou:
misdemeanor and fined.

ion pertaining
guilty of a

Agency: AGENCY]

The link opens the Reset Your
Password screen. Type in
your eOPF ID.

Copy the token from the email
and paste it into the Token
field.

Click the Submit button.

Reset your password

Please enter your ¢OPF 1D and Token to Reset your password,
Note: The token will expire within 15 mi of req ing your p

QOPF 1D :
Token :

Submit

Cancel

The Please reset your
password page displays.

Enter a password that meets
your agency’s security
guidelines in the New
Password field, then again in
the ReType Password field.

Click the Reset Password
button, which will bring you
back to the eOPF Logon page.

You are ready to log in to
eOPF! Continue with Part 3.

Please reset your password

Note: Password must contain at least one upper-case letter, one lower-case letter, one number and one
special character and must be at least 12 characters in length,

New Password :
ReType Password @

Resot Password Cancel
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Part 3: First Time eOPF Logon

Step Action

Enter your eOPF ID and
password on the eOPF
Logon page.

Click the Submit button.

Screen Shot

| aFB12345

SUDMIT  CLEAR |

The Select and answer
your security questions
screen displays. Select
questions from the drop-
down menu, then answer
the questions in the blank
fields on the right. Security
guestion answers are not
validated for format or

2 correctness (i.e. state,
numbers, or dates).
Maximum length for an
answer is 35 characters.

To start over, click the
Reset button.

Select and answer your security questions

Purpose: Yh‘oﬂmummmmwbcmdmm&mmlmfwwmmﬂamm You can modify the
msa using My Profile’ after you login. You can create your custom questions and provide answers. The custom questions are added to the
list of Personal Questions.

Email Address: [ JAMESX oM
[ Check here, if you are using assistive technology? (ex: Screen Reader)

Personal Questions

Please select and answer three unique parsonal questions from the list provided below.

Personal Question 1:  [in what city d you meet your spouselsigniicant other? v [Houston ]|
Personal Question 2:  [What 5 the micie nama of your oidest chid? Y |
Personal Question 3: | What was your favonte toy growng up? v|[Green ]
Helpdesk Verification Questions

Please select and answer three unique helpdesk questions from the i ded below.

Qu 1; [What is the color of your first car?

[ ]

[1.1.1085 ]

<

Helpdesk Question 2: | In what city o¢ town G your mother and fathar meet?

Question 3: [What is your dresm car? v |[Corvene ]

Note: the above questions are required to proceed into €OPF. Clicking Cancel wall exit you out of the application.

Submit  Reset Cancel
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Step Action

Screen Shot

You also have the ability to
create custom questions for
Personal Questions;
however, custom questions
cannot be created for
Helpdesk Questions.

Click the drop-down menu
and select Write your
guestion. A blank Specify
your Question field is
added, allowing you to type
your custom question.
Click Add.

Once a custom question is
created, it will always be
listed in the drop-down
menu. Maximum length for
a question is 100
characters. There is no
limit to the number of
custom questions you may
create.

Select and answer your security questions

eOPF ID. You can modify the
2 YN: ustom questions are addad to the

| Check here, dmanmasﬂﬁmledmhqy?(u_mm)

Personal Questions
Please select and answer three unique personal questions from the list provided below.

Personal Question 1: |17 what city Gd you meet your Spouse/Sgnacant other? ] [Fouston
Personal Question 2: | Wha dle name of your olcest chid? v| [Angels
Personal Question 3: [ Ve yo- 2 |}

Specify your Question: [| What is my favonte takeout food? ]

Ipdesk fi Q
Please select and answer three unique helpdesk qn«m; from the list provided below.
Helpdesk Question 1:
Helpdesk Question 2: |10 whatc
Helpdesk Question 3:  [What =

What is the colr of you

your dream car? v| |Corvett
Note: Answers to the above questions are required to proceed into 2OPF, Clicking Cancel will exit you ot of the application.

Submit  Reset  Cancel

A confirmation message
states, “Your question is
added to the Personal
questions list.”

Select the drop-down menu
arrow again and choose
your newly created
guestion. Type your answer
4 | in the blank field to the
right.

Select and answer your security questions

Ploae wlect and anvw|
Personal Question 1:

Perwonal Question 7

Porwcaal Question 1 L W

Helpdesk Verification Questions
Please select and anvwar thive wnkque helpdeak Gumtions (rom the I provided bebow

Melpdesk Question 1) | VWhat was you 3o phone - )G e code v
Melpdesk Question 2 | VWhat «a RO PRONe PuThe M) MB (M v t1.1%
Melpdesh Question 3 What mas pour chkShood p . PUTEer NCELIING 6D o ~
NOte: Answers 10 I8 abowe Guemtonn s reguned 50 prooeed 20 e0NF, Clcking Cancel will et you ot of the applcation
bl Heset | Cancel

To save, click the Submit
button below the questions.

Helpdesk Question 1: VVTIBL (5 INE COIDT OF YOI ISt Car 7 v || Seplember

Helpdesk Question 2: N what ity of 101 your mothes and father meet? v| [1-1-1008

What is your dream car? v| [Corvette

Helpdesk Question 3:

Note: Answers to the above questions are required to proceed into eOPF, Clicking Cancel will &at you out of the

Reset  Cancel
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Action Screen Shot

The Rules of Behavior
page diSpIayS. Read the FOR E.\'T[RPRI\REllﬁ:‘tl.o\};l;l[El:.(‘)‘l.'lRo(}'t[.i?sT‘\EL(:-RﬂbTElg;'s HR SYSTEM

rules and click the Accept The EHRI : cionundsecury i affoded 1o the HR syviem. The ruiie el of prosection nd
button. e

Rules of Behavior

[ understand that, when using the ¢HR System, [ am personally accountable for my actions and that I must

nt duties:
le as users of EHRI

pon or g (copy, distribute, manspulate, etc ) software of this system
d configuration control procedures,
and procedures,

1 understand that all conditions and obligations imposed upon me by these rules apply during the time | am granted access to this system regardless of location

1 understand that the EHRI project office reserves the nght, to termunate or suspend my access and use of the ¢HR System, without notice, if there 15 a violation of
these Rules of Behavior

The screen refreshes and ; P
takes you tO the eOPF Welcome to the eOPF System
Welcome page. That’s it! Introduction:

My eOPF
YO u are |n eo P F . My Profile The eOPF System contains electronic copies of the documents that make up your Official Personnel File. Your
Print Status €OPF may not contain copies of all documents that were created, as many of these documents have not been

scanned in yet. If you have questions concening the technical aspects of the eOPF, email the €OPF administrator
Logout

F ro m th |S pag e , yo u Can ?:Xe;z'[zg:\lr/\iiz:xdS‘:w;[\f:s(e‘;ztiftrh\\j;:z:smg database will be reset to the original default settings daily
naV'gate eo P F W|th the Questions concerning specific personnel actions should be sent to the appropriate HR representative.

7 | buttons on the left. o i age.

User Info:

Email: Stevens.Ron@xyz.com
Emergency Data last updated on:1/1/2000

From the eOPF Welcome Screen, you can:

e View your entire eOPF by clicking the My eOPF tab.

e Search for specific documents within your eOPF by clicking on the Search eOPF
tab.

e Change your eOPF preferences by clicking on the My Profile tab.

Need Assistance?

For login or document content issues, contact your local State Human Resources Office
(HRO) for assistance.
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